
 

Controlled Unclassified Information (CUI) and 
Janusnet Data Classification 
What is CUI and why does it matter? 

The successful completion of every government contract relies on the safe, efficient flow of 
information across organizations. Every awardee is responsible for determining if an information 
program governs the data its organization handles. 

One of the better-known information types among U.S. government and Defense contractors is 
the controlled unclassified information (CUI) category. CUI is any information the government 
considers needs safeguarding and dissemination control to protect the national interest.  

The U.S. government has defined specific markings and cybersecurity requirements to secure 
Controlled Unclassified Information (CUI) and streamline agency collaboration. Organizations 
engaging with U.S. government agencies must know how the storage, consumption, or 
transmission of CUI may impact their operations.  

The federal government will enforce these requirements directly or indirectly through contracts, 
affecting both the awardee (prime) AND their supporting industry suppliers (supply chain). 
Organizations working with government agencies must expect these requirements to appear in 
the government’s RFP process as key/critical criteria for contract award and subsequent 
demonstration of compliance. 

U.S. federal government CUI compliance directives 

U.S. federal government directives and documents outlining CUI compliance requirements 
include: 

1. Guidance from the Director for Defense Pricing and Contracting (DPC) released 
Guidance to address the Assessing Compliance and Enhancing Protections Required 
by DFARS Clause 252.204-7012, Safeguarding Covered Defense Information and 
Cyber Incident Reporting. This memorandum provides “Guidance for Assessing 
Compliance and Enhancing Protections for Contractor’s Internal Unclassified 
Information System”. It intends is to encourage appropriate collaboration 
and safeguard CUI.  

2. Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-
7012, Safeguarding Covered Defense Information and Cyber Incident Reporting 
requires contractors to adhere to the requirements outlined in NIST SP 800-171 Rev. 
2 (updated January 28, 2021) It is critical for acquisition personnel, contractors, and 
subcontractors to know DFARS flow down when Covered Defense Information (CDI) 
and/or Controlled Technical Information (CTI) is present. They, too, must be compliant 
and are subject to audits.  

3. NIST SP 800-172 (formally referred to NIST SP 800-171b) encompasses 33 enhanced security 
requirements, relevant in part or in whole in a contract, to supplement NIST SP 800-171. It 
addresses guidelines to safeguard high-value assets, including CUI data, from among other 
things, Advanced Persistent Threats. 

https://www.acq.osd.mil/DPAP/
https://www.acq.osd.mil/dpap/pdi/cyber/docs/Guidance_for_Assessing_Compliance_and_Enhancing_Protections.pdf
https://www.law.cornell.edu/cfr/text/48/252.204-7012
https://www.acq.osd.mil/dpap/policy/policyvault/USA002829-17-DPAP.pdf
https://www.acq.osd.mil/dpap/policy/policyvault/USA002829-17-DPAP.pdf
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
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Achieving and Maintaining Compliance 

As the focus around CUI grows, many industrial 
organizations have concerns over the audit process 
and potential penalties. Failure to demonstrate 
compliance puts contract awards, including 
renewals, in non-compliance. In extreme cases, non-
compliance could lead to a breach of contract, 
contract termination, or exclusion from 
participation in future contract opportunities.  

U.S. National Archives and Records Administration 
(NARA) describes 20 categories of CUI marking 
requirements, covering 120 sub-categories. Each 
category requires multi-select options for users to 
choose either "Specified" or "Basic" markings, plus 
Limited Dissemination Control.  

According to CUI marking guidelines, the ability to 
accurately and efficiently mark data must be “easy 
and seamless for users”.  

Few data classification solutions can address the 
complexity and logic of applying multiple marking 
elements and formatting on a document or email.  

Janusnet technology effortlessly meets these 
user requirements, including interpreting 
manual markings from other organizations in 
the ‘information supply chain’ and enabling 
interoperability with third-party markings. No 
matter the circumstance, Janusnet ensures 
information handling is consistent and intact 
to mitigate against the most critical failure: 
information loss. 

Organizations globally trust Janusnet to easily 
apply compliant markings with a simple user 
interface and the flexibility to employ complex 
requirements with reliable, proven data 
classification solutions. 

Janusseal pop-up selection 

Easy selection ensures accurate markings and information 
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Cybersecurity compliance 

To achieve and maintain cybersecurity compliance, many organizations are leverage NIST SP 800-53 
REV. 5 and ISO/IEC 27001 frameworks that map requirements to the 14 NIST SP 800-171 REV. 2 
Security Requirements for Protecting the Confidentiality of CUI, which cover: 

 Access Control 

 Awareness and Training 

 Audit and Accountability 

 Configuration Management 

 Identification and Authentication 

 Incident Response 

 Maintenance 

 Media Protection 

 Personnel Security 

 Physical Protection 

 Risk Assessment 

 Security Assessment 

 System and Communications Protection 

 System and Information Integrity 

Adding a CUI marking as is an essential first step. Each marking informs the CUI registry and the 
Executive Agent (or DIB equivalent) about the controlled information in their care. This action 
improves the organization's management of controlled material and their cybersecurity posture. 
Combining visual markings and digitally marked metadata are essential attributes of all Janusnet data 
classification solutions.  

Emails carry the CUI categories in the first line of text (FLOT) for attachments  

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://www.iso.org/isoiec-27001-information-security.html
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There are 20 Organizational Index Groupings (below) as defined by U.S. National Archives and 
Records Administration. Within the index there are 126 CUI categories to be considered for 
classification and marking. NARA maintains the complete list, which is publicly available on the 
NARA website. The category groups are: 

CUI Banner Marking Requirements 

Banner marking is mandatory for documents and emails containing CUI. The banner must include at 
least one of these elements: 

CUI Basic. This marking indicates the material is subject to standard safeguarding 
measures that reduce unauthorized or inadvertent disclosure risks. Dissemination is 
permitted as long as it is reasonably believed that sharing the information furthers the 
execution of a lawful or official purpose.  

CUI Specified. This marking conveys the material requires safeguarding measures that 
reduce the risk of unauthorized or inadvertent disclosure. The material should also 
contain additional instructions on permitted dissemination.  

Limited Dissemination Control. This marking indicates the material requires more 
stringent safeguarding measures than usual, as inadvertent or unauthorized disclosures 
risk creating substantial harm. The material will contain additional instructions covering 
permitted dissemination.   

Users select one of the three markings above to the information object, Specialized categories are 
appended in alphabetical order. Basic categories appear next also alphabetized, followed by Limited 
Dissemination Controls.  

Janusseal data classification includes metadata that correlates to every visual marking. Marking 
metadata drives efficient, accurate, flexible cybersecurity controls for data management across 
many systems and applications. 

 Critical Infrastructure 

 Defense 

 Export Control 

 Financial 

 Immigration 

 Intelligence 

 International Agreements 

 Law Enforcement 

 Legal 

 Natural and Cultural Resources 

 NATO 

 Nuclear 

 Patent 

 Privacy 

 Procurement and Acquisition 

 Proprietary Business Information 

 Provisional 

 Statistical 

 Tax 

 Transportation 

https://www.archives.gov/cui
https://www.archives.gov/cui
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Cybersecurity Maturity Model Certification (CMMC) 

The Department of Defense’s (DoD) CMMC combines best practices and standards to guide, 
measure and validate an organization’s cybersecurity preparedness when handling unclassified 
data in the Defense Industry Base (DIB). Historically CUI and NIST SP 800-171 REV. 2 allowed for 
self-attestation regarding compliance. CMMC originally introduced five levels with third-party 
testing, but in November 2021 the CMMC 2.0 the assessments were revised to three levels. 

 

The CMMC model and its 14 domains aligned to NIST SP 800-171 addresses all aspects of cyber-
security. Fundamental to CMMC compliance is knowing what information is in your control. 
Adhering to CUI data classification and marking guidelines is a significant step in any assessment.  

Executive sponsorship and training 

The full support of organizational leaders and key stakeholders is critical to the success of data 
classification initiatives. While IT and IT Security departments play significant roles, data 
classification is not solely a cybersecurity leader’s responsibility. Often, Risk, Legal, Compliance, 
and Business groups need to be engaged to identify and meet various organizational data 
classification requirements.  

Training personnel on CUI identification and marking processes and how to use Janusnet solutions 
is essential to realize the full benefit of compliance initiatives. Such training ensures accurate 
labeling, so data classification actions meet security, regulatory, and contractual requirements. 

 

CMMC Model 2.0 Model Assessment 

Level 3 

Expert 

110+ 

practices aligned with 

NIST SP800-172 

Triennial government-led assessments  

Level 2 

Advanced 

110  

practices aligned with 

NIST SP800-171 

Triennial third party assessments for criti-

cal national security information. Annual 

self  assessment for select programs  

Level 1 

Foundational 
17 practices Annual self-assessment 

https://www.acq.osd.mil/cmmc/
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How Janusnet facilitates robust CUI compliance 

Janusnet data classification solutions let organizations comprehensively apply and easily manage 

CUI marking that meet NARA standards and guidelines. Janusnet’s Janusseal suite of products leads 

the market for user-driven and automated CUI and other policy-driven classification markings. In 

addition to applying the required CUI visual markings on multiple file types, Janusseal applies 

persistent metadata markings. This supports classification marking transparency, transportability, 

and ease of integration with other enterprise applications.  

These unique features let Janusseal drive consistent implementation of data classification policies to 

support the dissemination, protection, and storage of regulated data. Our reporting lets 

organizations demonstrate compliance and readiness for government contract mandates requiring 

the handling of CUI data.  

For Defense Industrial Base users, Janusseal also helps meet other organizational policies for 

classifying and marking data, for example, “Proprietary” or “Company sensitive data” markings.  

Our solutions come with “Implementation Kits” featuring predefined configurations to meet a wide 

range of data classification requirements “out of the box.” These configurations are highly 

adaptable and easily customized. Janusseal deploys without servers into a cloud or on-premises 

infrastructure. Janusseal Windows Suite can operate on isolated networks, even disconnected. 

Janusnet’s ease of data classification implementation and integration with an organization’s existing 

IT capabilities lowers the total cost of ownership and increases the value and performance of the 

entire security portfolio. 

 

Getting started 

 See how fast and easy it is to manage CUI data classification and marking with 
Janusseal in our “Marking and handling CUI” video.  

 Arrange a personalized demonstration 

 For more information on Janusnet’s market leading solutions for CUI compliance visit 
our website or contact your local Janusnet partner or representative. 

 Contact your Janusnet partner about solutions for multinational Government Contractors 

https://www.janusnet.com/video/marking-and-handling-cui-documents
https://www.janusnet.com/contact/book-a-demonstration?ref=RockITek&region=amer&tag=CUI-andJN-DS
https://www.rockitek.com/janusnet-data-classification-and-cui/


About Janusnet 

Janusnet is a pure-play, global leader in data classification. Its software is used to classify and protect 

sensitive information. Customizable to meet diverse regulatory and commercial requirements, 

Janusnet lets organizations quickly distinguish between public, private, and highly sensitive data. 

Seamless integration with existing infrastructure enables organizations to better manage 

information control and flow to more effectively enforce security policies. Governments and 

commercial enterprises globally rely on Janusnet to reduce the risk of data loss and reinforce a 

strong security-conscious culture. Janusnet is proud of its software's reputation for reliability, 

functionality, and ease of use, backed by a highly responsive development and support team.  

   www.janusnet.com    info@janusnet.com    Americas: +1 571 577 8004   Europe: +44 20 3318 0785   Asia Pacific: +61 2 8004 9300 

RockITek identifies and vets emerging cybersecurity technologies 
that can enhance the security of the U.S. Government and aligns the 
resources, knowledge, capabilities, and supply chain necessary to 
market and deliver success in this space. RockITek focuses on 
building and managing purpose-built consortiums that accelerate 
the adoption of emerging technology in the Government industry.  
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